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OIIPEJAEJIEHUA

B HacTOoAlIEM MJOKYMEHTE MCHOJNB3YIOTCA CHCOAYIOLIME TEPMUHBI U MX
OMpeae/ICHN.

ABTOMATH3HPOBAHHAsI CHCTeMA — CHCTEMA, COCTOfAIIAs M3 NEpCOHala U
KOMIUIEKCA  CPEOCTB  aBTOMATHU3AUMM  €r0  ACATENBHOCTH,  PEalH3yHOLLad
MH()OPMALIMOHHYIO TEXHOJIOTHIO BBIMOMHEHHS YCTAHOBICHHBIX (PYHKIIUI.

AYTeHTHQHKAUHSA OTNPABHTEIS] AAHHBIX — TOATBEPKICHHE TOrO, UTO
OTNPABUTEJD NOJYUYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTs NEPCOHAJNBHBIX JAHHBIX — COCTOAHHE 3aLUIIEHHOCTH
IEPCOHANBHBIX ~ [JAHHBIX,  XapaKTEPHU3YEMOE  CIMOCOOHOCTBK)  IOJIB30BATENENH,
TEXHHYECKHX  CPEOCTB M HMHOOPMAUMOHHBIX  TEXHOJOTUH  OOECIEYHTH
KOH(PHUICHUHAIBHOCTD, UETOCTHOCTE U JOCTYIIHOCTE NEPCOHAIBHBIX JAHHBIX MPH UX
00palboTke B HTHPOPMALMOHHBIX CHCTEMAX NTEPCOHANBHBIX JAHHBIX.

buomerpuyeckne  nepcoHaJbHbIe  JAHHBIC —  CBEOCHHA,  KOTODEIE
XapaKTePU3YIOT (DHU3UONOTHUECKHAE OCODEHHOCTH YEJIOBEKA U HA OCHOBE KOTOPBIX
MO’KHO YCTAHOBHTB €r0 JHMYHOCTh, BKJIHOUasd (oTorpaduu, OTHEYATKH IajblLEB,
o0pa3 ceTHaTKH TIjIa3a, OCOOEHHOCTH CTPOEHUA Telna M JAPYIYI MOJ00HYIO
HH()OPMALHIO.

BiokHpoBaHHe MepcoOHANBbHBIX JAHHBIX — BPEMEHHOE MpeKpauieHue ¢dopa,
CUCTEMATH3ALMK, HAKOIUIEHUs, HCIOIB30BAHUSA, PACHPOCTPAHEHUS, MEPCOHATBHBIX
JAHHBIX, B TOM YHCJIE HX NEPENAYH.

Bupyc (KOMOBIOTEPHBIA, NPOrPAMMHBIN) — HCMOJHACMEIN IIPOTPAMMHBIN
KO WIH WHTEPIPETHPYEMBI Ha0Op MWHCTPYKUMA, 00aanaroiMii  cBOMCTBAMU
HECAHKUMOHWPOBAHHOTO DPACIPOCTPAHEHHA W caMoOBOCIpousBeeHud. CO30aHHEBIC

OyOIMKATBl KOMIIBIOTEPHOIO BHMpPYCA HE BCErAa COBIAAKOT ¢ OPUTHHAJIOM, HO

COXPaHSIIOT CIIOCOOHOCTH K JanbHeHIIeMy PacmpoCTPaHEHUIO U
CaMOBOCIPOU3BEACHHIO.
BpenoHocHasi  mporpamma —  OporpaMMa, — NpefHa3sHa4Ye€HHas 17

OCYUIECTBJICHUS HECAHKIIMOHUPOBAHHOIO JOCTYNMa U (WJIM) BO3JACHCTBHA Ha



IIEPCOHANBHBIC JAHHBIC WJIM PECYpPChbl MH(POPMALMOHHON CHCTEMEBI MEPCOHANIBHBIX
JAHHBIX.

Benomorare/ibHbIE TEXHHYECKHE CPEICTBA H CHCTEMBI — TEXHUUYECKUE
CpeacTBa M CHCTEMBbI, HE INPEOHA3HAUCHHBIC WA Iepeaaqu, oO0pabOTKH M XpaHCHUA
TIEPCOHANBHBIX JAHHBIX, YCTAHABIMBAEMBIE COBMECTHO ¢ TEXHMUECKUMH CPEICTBAMH
¥ CHUCTEMaMU, NMPEAHA3HAYEHHBIMU A1 00pPalOTKU IEePCOHANBHBIX JTAHHBIX WU B
MOMEUICHUSX, B  KOTOPBIX  VCTAHOBJICHBI  MHMOPMALMOHHBIE  CHCTEMBI
NEePCOHANBHBIX JAHHBIX.

JocTym B ONEPALMOHHYK Cpely KoMinbloTepa (MH(POPMALHOHHOM
CHCTEMBI MEPCOHAIBHBLIX [JAHHBIX) — TIOJYYSHHWE BO3MOKHOCTU 3aIllycka Ha
BBIIIOJHEHWE IUTATHBIX KOMaHI, (PYHKUMIA, MpOUEnyp ONEPalUOHHON CUCTEMEI
(VHUYTOXXEHUS, KOTMPOBAHUS, MEPEMEIICHUS M T.0.), HUCHOJNHSEMBIX (aiiios
MPUKIIAAHBIX IPOTPAMM.

Hoctyn K HHGpOPMALMH — BO3MOKHOCTB ITOJIYUYEHHUS HHPOpMALMK U €€
KCIIOJIB30BAHHS.

3akiago4uHoe YCTPOIMCTBO — JJIEMEHT CPEACTRA CheMad  UHQOPMALMH,
CKPBITHO BHEAPACMBIi1 (3aK/TaBIBACMBIN WM BHOCUMBII) B MECTA BO3MOXKHOT0 CheMa
HHpOpMALlMK (B TOM UWCIE B OIP@KACHUE, KOHCTPYKLMIO, OOOPYIOBAHKE,
MPEIMETHI MHTEPLEPA, TPAHCIIOPTHBIC CPEACTBA, A TAKKE B TEXHUUECKHE CPEICTBA U
CHCTEMBI 00PaABOTKH HHPOPMALINH ).

Jammiaemasi uHpopmauusi — HHOOPMALIMS, SBISTOLIAACS —MPEIMETOM
COOCTBEHHOCTH M MOMJIS/KALLAS 3ALLUTE B COOTBETCTBUH ¢ TPEOOBAHUAMH ITPABOBBIX
OOKYMEHTOB WIH TPEOOBAHUAMM, YCTAHABJIMBASMBIMU COOCTBEHHUKOM UH(OPMALIKH.

Naenmndukanusas — NOpUCBOSHHE CYObEKTaM M OOBEKTaM  OOCTYIA
WACHTU(PUKATOPA U (T} CPAaBHEHKE MPEABSBASEMOrO HICHTU(DUKATOPA ¢ MEPECUHEM
MPUCBOCHHBIX UACHTU(PHUKATOPOB.

NugopMaTUBHBIH CUTHAN — 3JICKTPUUECKUE CUTHAIBI, AKYCTUUECKUE,

JJICKTPOMArHUTHBIC U JAPYTUC (1)H3quCKHe oJiA, 1o MapaMeTpaM KOTOPBIX MOXKCT



OBITb PacKpbITa KOH(PHUIOCHUMANBHAA HHPOpMaUMs (IMEPCOHANBHBIE OAHHBIE)
obpabaTteiBacMas B THPOPMALMOHHOM CUCTEME NIEPCOHANIBHBIX JAHHBIX.

Hudopmauuonnas cucrema nepcoHanbHbix gaHHblx (UCILOH) -
MH(OPMALHOHHAS CHCTEMA, MPEACTABIAIOMIAsL COO0H COBOKYITHOCTh MEPCOHAIBHBIX
JAHHBIX, COAEPKAIIUXCS B 0a3e MaHHBIX, a Takke WHGOPMALMOHHBIX TEXHOJOTHIA U
TEXHHYESCKUX  CPEIOCTB, IIO3BOJAIOLIMX  OCYLIECTBIATH  00paboTKY  Takux
TIEPCOHANBHBIX [JaHHBIX C MCMOJB30BAHUEM CPEACTB ABTOMATU3AUMH WM O€3
VICTIONIB30BAHUS TaKUX CPEACTB.

NudopmManHoHHbIe TeXHOJOTHH — TIPOLIECChl, METOABI MOMCKA, cOOopa,
XpaHeHUs, 00paboTKYU, MPEIOCTABICHUS, PACIPOCTPAHSHUA HHPOPMALK U CTIOCOObI
OCYILECTBICHUS TAKUX TIPOLECCOB U METOIOB.

Hcenosib30BaHHE  MEPCOHAJIBHBIX  JAAHHBIX — JEHCTBUA  (Onepauuu) ¢
IIEPCOHANBHBIMU JaHHBIMH, COBEPIIAEMEBIC ONEPATOPOM B LIJIAX NPUHATHS PELICHUN
WIH COBEPILUCHHA WHBIX ACHCTBUM, MOPOXIAIOMINX HOPUIMUYECKHE MOCICICTBHS B
OTHOIIIEHHU CYOBEKTA MEPCOHANIBHBIX JAHHBIX WM APYTUX JUL TG0 UHBIM 00pa3oM
3aTparMBarolIMX IIpaBa W CBOOOIBI CyOBEKTa MEPCOHANBHBIX TAHHBIX WIM OPYTUX
JIMLL.

HcroyHHK yrpossl 0Oe30macHOCTH HHpopManuu — CyOBESKT OOCTYIIA,
MATEPUAIBHBIA OOBEKT WIM (PU3MHECKOS SIBJICHUE, SBILIOIIMECS IPUYUHOMN
BO3HHKHOBEHHS YTPO3bl OE30MMACHOCTH HHPOPMALIUU.

KonTposmpyemas 30Ha — IIPOCTPAHCTBO (TEPPUTOPUSA, 30aHUE, YACTh 30AHUS,
[IOMELLEHHE), B KOTOPOM HUCKIIFOUEHO HEKOHTPOJIMPYEMOE NMPEOBIBAHNE TIOCTOPOHHUX
JIWLL, a TaKKE TPAHCIIOPTHBIX, TEXHUUSCKUX U MHBIX MATEPUATIBHBIX CPEICTB.

KonguaeHIMATLHOCTh MEPCOHAJIBLHBIX JAHHBIX — O0S3aTEBHOS IS
COOJIOAICHNSA OTEPaTOPOM WM HUHBIM TMOJYYUBIUMM JOCTYI K TEPCOHATBHBIM
JaHHBIM JIMLIOM TpeQOBAHKME HE MOMYCKaTh MX PacmpocTpaHeHue 03 cornacus
CYOBEKTA NEPCOHANBHBIX JJAHHBIX WK HATUUMS UHOTO 3AKOHHOTO OCHOBAHUS,

MexceTeBoi YKPAH — JIOKAJTEHOE (OTHOKOMIOHEHTHOE ) 10151

(DY HKUMOHAIIBHO-PACTIPENCIEHHOE  NPOrPaMMHOE  (IPOrpaMMHO-AIAPAaTHOE)



CpeacTBO (KOMIUIEKC), PEAIM3YIOLIEE KOHTPOIb 3a HH(OPMALUSH, MOCTYNALLEH B
MH(MOPMALIMOHHYK) CHCTEMY TIEPCOHAJIBHBIX HAHHBIX W (WIM) BbIXOOALISH M3
MH(POPMALIMOHHOW CHCTEMBI.

Hapyumurens $e30MaCHOCTH NEPCOHANBHBIX JAHHBIX — (DU3UUECKOE JTULIO,
CIYYalHO WM MPSIHAMEPEHHO COBEPIIAOLEE NEHCTBUA, CNEACTBUEM KOTOPBIX
ABJIETCS HapyLUCHHE Oe30MacHOCTH MEPCOHAIBHBIX MAHHBIX MpH KX 00paloTKe
TEXHUUYECKUMU CPSACTBAMYU B MHPOPMALTMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX.

HeaBToMaTH3HpOBaHHAs 00patoTKa MEepCOHAILHBIX JAHHBIX — 00padoTKa
IEPCOHANIBHBIX ~ OJAHHBIX,  COOEPKALIMXCS B HMHGPOPMAUMOHHOM  CHCTEME
INEPCOHANIBHEIX IJAaHHEBIX IMO00 HM3BJICYEHHBIX H3 Takoil CUCTCMBI, CUUTACTCA
OCYIIECTBIEHHOI Oe3 MCIOB30BAHUS CpPeICTB ABTOMATH3ALIH
(HEABTOMATU3UPOBAHHOM), €C/IM TaKHe OEHCTBUS ¢ IEPCOHAIBHBIMM JAHHBIMH, Kak
HCMOJIB30BAHUE, VYTOYHCHUE, PACIPOCTPAHECHUE, YHUUTMKECHUE MEPCOHAIBHBIX
JaHHBIX B OTHOWCHHH KaKJaoro H3 CY6BCKTOB NEPCOHANIBHEIX  TAHHBIX,
OCYILECTBJISIOTCS [IPU HEMOCPEACTBEHHOM YUYACTHH YEIOBEKA.

HepexnapupoBaHHble BO3MOYKHOCTH — (YHKLMOHAIBHBIE BO3MOYKHOCTH
CPSACTB BBIUUCIUTENBLHON TEXHHWKY, HE ONUCAHHBIE WM HE COOTBETCTBYIOLLME
OMUCAHHBIM B TOKYMEHTALMH, MPU UCTIONB30BAHNN KOTOPBIX BO3MOXKHO HAPYILCHNE
KOH(PUACHIMANBHOCTH, JOCTYIHOCTM WM LIQNIOCTHOCTH  o0padaThiBagMoii
HH(pOpPMALIUH.

HecaHKIHOHHPOBAHHBIH J0CTYN (HECAHKIIHOHUPOBAHHLIC TCHCTBHS) —

DocTyn K uH(OpMauuM MM OEHCTBUS ¢ HH(OpMALUWEH, HapyIIarLIue
[paBWa pasTPaHUYEHUs] [OOCTYNA C HUCHOJIB30BAHUEM IUTATHBIX CPENCTB,
PENOCTABIEMBIX HH()OPMALHOHHBIMHU CUCTEMAMU NIEPCOHAJIBHBIX JAHHBIX.

Hocurtens nndgopManun — PU3NIESCKOE JTMLO WIK MAaTePUANIBHEI OOBEKT, B
TOM YHCJIE (PU3UUECKOE MM0JIE, B KOTOPOM MH(POPMALMS HAXOAUT CBOE OTPAKEHUE B
BHJAE CHUMBOJIOB, O0pAasoB, CHUIHAJOB, TEXHUUYECKMX PEUICHUH U MPOLECCOR,

KOJIMYCCTBCHHBIX XaPaKTCPUCTHK (Immqecmx BCJIMYUH.



O6e3IHUHMBAHHE TNEPCOHAJBHBIX [JAHHBIX — JCHCTBHUS, B pe3yibTaTe
KOTOPBIX HEBO3MOKHO OINPEAe/THTh TPUHAMIECKHOCTh MEPCOHATBHBIX TaHHBIX
KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX JAHHBIX.

O0paGoTka NEepCOHANIBHBIX JAHHBIX — JACicTBMA  (orepauuu) ¢
MEPCOHAIBHBIMU ~ JAHHBIMK, BKJIHO4as cOOp, CHUCTEMATH3ALMIO, HAKOILIEHHE,
XPaHCHUE, YTOYHEHUE (oOHOBNEHUE, U3MEHEHHUE), HCIOJIb30BaAHME,
PacIpoCTpaHEHHUE (B TOM YHCJIE Nepenady), o0e3InuMBaHue, OJNIOKUPOBAHUE,
VHUYTOKEHUE MEPCOHATBHBIX TaHHBIX.

O01mea0ocTynHbIe NEPCOHATbHBIE JAHHBIE — IEPCOHANBHBIE JAaHHBIE, JOCTYI
HEOIPAHUUYEHHOIO Kpyra JIMI K KOTOPBIM IIPEJOCTABICH ¢ COrjacus CyOBeKTa
TIEPCOHANBHBIX JTAHHBIX WM Ha KOTOPBIE B COOTBETCTBHH ¢ (helepabHBIMU
3aKOHaMU He pacmpocTpaHsaeTcs TpeboBaHHe COOMIOIEHU KOHPUACHIHATBHOCTH.

Oneparop (mepcoHANBHBIX  JAaHHBIX) — TOCYAAPCTBEHHBIM  Opras,
MYHUIMIAIBHBIA OpraH, IOpUANYSCKOE WK (PU3HMUECKOE JHIO, OPraHU3yIOLIEE U
(M)  OCYHIECTBIAMOIIE 00paloTKy MNEPCOHANBHBIX JAHHBIX, a TaKKe
OMPEACTAIOLINE LICU U CONEPKaHue 00pa0OTKU MEPCOHANBHBIX JAHHBIX.

Texnu4eckne cpeacTBa HH(OPMALUHMOHHONH CHCTEMBbI MEPCOHATBHBIX
JAHHBIX — CPEICTBA BBMUCIUTENIBHON TEXHUKU, MHOOPMALIMOHHO-BBIMUCIIUTENNBHBIE
KOMIUIEKCBI M CETH, CPEOCTBA M CHUCTEMBI Nepenavu, npuema u o0padotku [1H
(cpenctBa W CHCTEMBI 3BYKO3ZAIIMCH, 3BYKOYCWICHMS, 3BYKOBOCIPOU3BEICHUS,
MEPETOBOPHBIE W TEJICBU3HMOHHBIE  YCTPOWMCTBA, CPEOCTBA  M3TOTOBJIEHMS,
TUPAKUPOBAHMS TOKYMEHTOB M APYTUE TEXHUHYECKUE CPEACTBA 00paboTKU PEeYeBOl,
rpaduueckoi, BUneo- U OyKBEHHO-LU(POBOH HHPOpMALMHK), TPOTPAMMHBIE CPEICTBA
(OmepaloHHBIC CUCTEMBI, CUCTEMBI YIIpaBieHNS 0a3aMHi JaHHBIX U T.I.), CPEACTBA
3AIUTHI UHPOPMALTUKN, TPUMEHIEMBIE B UH(DOPMALMOHHBIX CUCTEMEX.

IlepexBar (MH(pOPMALHNH) — HEIPABOMEPHOE IIONYYEHUE HHPOPMALUM C
HCIOJIB30BAHHEM TEXHUUYECKOIO CPEACTBA, OCYLUSCTRIAIOMIEr0 OOHAPYKEHUE, IPUEM

1 00padoTKy HH(OPMATHBHBIX CUTHAJIOB.



IlepconanbHble  JaHHbIE — J100as  uHGOPMAaLMs, OTHOCALIAACS K
OMPENE/IEHHOMY WM  ONpPeAeNsieMOMY Ha OCHOBAHWUM TakoH HHQpOpMaMu
pusndeckoMy ULy (CyOBEKTY NEPCOHAIBHBIX JAHHBIX), B TOM YHCIE ero (paMummus,
UM$, OTYECTBO, I'OL, MECAL, JaTad U MECTO POKICHUS, aIpec, CEMEMHOE, COLHAIIBHOE,
UMVIIECTBEHHOE MOJOXKEHUE, O00pasoBaHue, mnpodeccus, O0XOAbl, JApyras
HH(DOPMAaLUS.

IToGo4HbIE IEKTPOMATHUTHBIC H3/1y4eHUS 7| HABOOKH —
MEKTPOMATHUTHBIE M3IYYCHHUsS TEXHUYECKUX CPEAcTB O0padoTKU  3allUINAeMOit
MH(OpMALINK, BO3HUKAIOIIHE KAk IOOOUYHOE SBICHUE U BHI3BAHHBIE IEKTPUYECKUMHU
CUTHAJIAMH, OCHCTBYIOIUMMH B HMX JJIEKTPUYECKUX M MATHHUTHBIX LENAX, 4 TAKKE
EKTPOMATHUTHBIE HABOAKU OTUX CUTHAIOB HA TOKOMNPOBOJALIME JIUHMU,
KOHCTPYKLVH U LIETIH MUATAHUS.

IouTHKA «MHCTOrO CTOJIA» — KOMIUIEKC OPraHU3alHOHHBIX MEPONPUSTUM,
KOHTPOJUPYIOIIUX OTCYTCTBUE 3AMUCHLIBAHUS HA OYMaKHBIE HOCUTENIM KJIHOYEH U
aTpuOyTOB JOCTYIIA (ITAPOJIEHl) M XpaHEHUs UX BOJMU3U OOBEKTOB JOCTYIA.

IHoab30oBaTe/ib HHPOPMALUHOHHOH CHCTEMbBI MNEPCOHAIBHBIX JAHHBIX —
JMIOO, Yy4YaCTBYKWIEE B  (DYHKUHMOHMUPOBAHUM  MHMOPMAUMOHHONH  CHCTEMBI
IIEPCOHATIBHBIX JAHHBIX WIH UCIIOIB3YIOLIEE PE3YIIBTATH €€ (PYHKIIMOHUPOBAHMSL.

IIpaBuaa pasrpaHuYeHHs AOCTYIA — COBOKYIIHOCTB NpPaBuiI,
PEMIAMEHTUPYIOLLIMX [TpaBa JOCTYNA CYOBEKTOB JOCTYIA K 00BEKTaM JOCTYIIA.

IIporpammMHas 3akj1aaKa — KOJ IIPOrpaMMBbI, NMPEIHAMEPEHHO BHECCHHBIA B
IporpaMMy ¢ LEABK OCYIUECTBUTH YTEUKY, U3MEHUTH, OJOKMPOBATH, YHUYTOXKUTH
HHDOPMALMIO WA YHHYTOKUTH W MOJUGUUUPOBATE IIPOTPAMMHOE 00eCIICUeHHE
MH()OPMALIMOHHON CHCTEMBI TNEPCOHANBHBIX JAHHBIX M (WiIM) OJOKUpOBAaTh
annapaTHble CPEACTBA.

IIporpammHoe (mporpaMMHO-MaTEMATHYECKOE) BO3ICHCTBHE —
HECAHKIIMOHUPOBAHHOE  BO3AEHCTBHE  HA  PECYpPCHl  aBTOMATU3UPOBAHHOMN
UH()OPMALIMOHHON CHUCTEMBI, OCYILECTBASEMOE € HCIOJB30BAHUEM BPEIOHOCHBIX

IIPOTPaMM.



PackpbiTHe mNepPCOHAJILHBIX AAHHBIX — YMBIUUICHHOS WK CiydaiiHoe
HAPYLIEHHE KOHDUACHIIMATIBHOCTH MEPCOHATEHBIX IAHHBIX,

PacnpocTpaHeHHe NepCcOHANbHBIX JAHHBIX — ACHCTBUA, HANMpPABJIeHHbIE Ha
nepedady IEPCOHANBHBIX  JAaHHBIX  ONpPEIENCHHOMY Kpyry Jmu  (mepegada
NEPCOHANBHBIX [aHHBIX) WM Ha O3HAKOMJIEHHE C MNEPCOHANBHBIMYM JTaHHBIMU
HEOTPaHMUEHHOTO KPyTa JIUL, B TOM YUciIe 0OHAPOAOBAHHUE NEPCOHANBHBIX JAHHEIX B
CPEOCTBAX  MAaccoBOM  MHpOpMALMM, pa3MEILEHWE B  HMHOOPMALMOHHO-
TEIEKOMMYHUKAIIHOHHBIX CETSIX WM MPEIOCTABICHUE JOCTYyNA K MEPCOHATBHBIM
NAHHBIM KaKUM-IU00 HHBIM CIIOCOOOM.

Pecypc uHpOpMALUHOHHONH CHCTEMbI — UMECHOBAHHBIA 3JIEMEHT CHUCTEMHOTIO,
IPUKJIAJTHOTO Wiu anmnapaTHoro o0ecneyeHu (PYHKIIMOHUPOBAHUS
MH()OPMALIMOHHON CHCTEMBL

CneuuHajbHble KATeropHH MNEPCOHANBHBIX JAHHBIX — TEPCOHAIBHEIC
JAHHBIC, KacalOIIMECA PAcOBOW, HALUMOHANLHOW MPUHAIICKHOCTU, MOIMTUYECKHX
B3IJIAOO0B, PEIMTHO3HBIX WIM (PHIOCOPCKUX YOS KICHUH, COCTOSHUA 3IOPOBBA H
UHTUMHOMU KH3HU CYOBEKTA MEPCOHATBHBIX TAHHBIX,

CpeactBa BbIMHC/IHTEILHON TEXHHMKH — COBOKYMHOCTH MPOrPAMMHBIX U
TEXHHUYECKAX ~ JJICMEHTOB ~ CHUCTeM  O0pa0OTKM  J@HHBIX,  CIOCOOHBIX
(PYHKIMOHUPOBATH CAMOCTOATSIBHO WK B COCTABE APYTUX CUCTEM.

CyObexT goctyna (CyObeKT)— JIMUO WIM [POLECC, AEHCTBUSA KOTOPOro
PEMIAMEHTUPYROTCS MPAaBUJIAMH Pa3rPaHUYIEHUs JOCTYIA.

TexHu4ecknii KaHa/l yYTeYKH HH(OPMAUMH — COBOKYITHOCTB HOCHUTEIA
uHpopMauuK (cpeactea  00paboTKH), (U3MYECKOH Cpedbl  pPaclpOCTPaHEHUs
MH(MOPMATUBHOIO CHTHAJa M CPEICTB, KOTOPbIMHU J0OBIBAeTCA 3allMILIAeMast
rH(popMaLus.

TpancrpannyHas  nepejada MepPCOHANBHBIX  JAaHHBIX —  MepeJaya
IIEPCOHANBHBIX AaHHBIX ONMEPATOpoM uepe3 ['ocyjapcTBeHHYIO rpanuily Poccuiickoit
denepaund OpraHy BIACTH MHOCTPAHHOTO TOCYIApCTBa, (PU3MUSCKOMY HIIH

IOPHUAMYECKOMY JIMLY HHOCTPAHHOTO TOCY1apCTBa.



¥Yrpo3bl 6€301aCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTB YCIIOBHUIA U
(paKTOpOB, CO3HAIOILIMX OINACHOCTE HECAHKUMOHHMPOBAHHOTO, B TOM YHCIE
CIIYHalHOTO, OOCTYINA K MEPCOHAIBHBIM HAHHBIM, PE3YJBTATOM KOTOPOTO MOKET
CTaTh YHUUTOKECHHE, MU3MEHEHKE, ONOKUPOBAHNE, KOMUPOBAHKE, PaclpOCTPaHCHUE
MEPCOHATBHBIX TAHHBIX, @ TAKKE WHBIX HECAHKIMOHUPOBAHHBIX MEHCTBUMN MpH UX
00paboTke B MHPOPMALIMOHHON CUCTEME IEPCOHATBHBIX TAHHBIX.

YHHYTOKEHHE NEePCOHATBHBIX AAHHBIX — JCHCTBYA, B PE3YIbTATE KOTOPBIX
HEBO3MOKHO  BOCCTAHOBHMTH  COJACPKAHME  TEPCOHANBHBIX  JAHHBIX B
HH(MOPMALIMOHHOK CHCTEME MEPCOHAIBHBIX AAHHBIX WM B DPE3YJIbTaTe KOTOPBIX
YHUYTOKAKOTCS MAaTePHAJIbHBIE HOCUTENM TIePCOHANIBHBIX JAHHBIX.

YTeuka (3amumaemMoii) HHGOPMALMH 10 TEXHHYECKHM KAHAIAM —
HEKOHTPOJIMPYEMOE PaclpOCTpaHeHHe HMHGOPMALIMK OT HOCHTENS 3alLIMLIAEMOi
vuHpOpMaLMK  uepe3  (PU3MYUECKYH0 Cpemy OO  TEXHMUYECKOr0  CPeiaCTBa,
OCYLIECTBJIAIOLICTO NEPEXBAT UH(POPMALIHH.

VupeskaeHHe — YUPEKISHUS 30paBOOXPAHCHHS, COLHAIBHOM cdeprl, Tpyaa u
3aHATOCTH.

YaBumoctTh — CaboCTh B CPEACTBAX  3AIUUTBL, KOTOPYH)  MOYKHO
KCIIOJIb30BATh AJI1 HAPYLLESHUS CUCTEMBI I COAEprKalLeiics B Helt MHGOpMaLH.

HenocTtHocTe HHGpOpMALMH — CINOCOOHOCTh CPEIOCTBA BBIMMCIWTEIIBHOM
TEXHUKHM WIH AaBTOMATH3UPOBAHHOH CHCTEMBI 00ECeYMBaTh HEW3MEHHOCTB
HHOQOPMALIMH B YCJIOBUAX CJAy4YaiiHOIO WM NPEIHAMEPEHHOTO MCKKEHUS

(paspylLeHus).



ObO3HAYEHNA U COKPAIIEHUA

ABC — aHTUBHPYCHBIE CPEICTBA

APM —aBTroOMaTH3MpOBAHHOE paboyee MECTO

BTCC — BcrioMoraresibHbIe TEXHAYECKHE CPENCTBA U CUCTEMBI
NCT1[Ix — nadopMaliMoOHHas CUCTEMA NIePCOHANBHBIX JAHHBIX
K3 — koHTpoaupyemast 30Ha

JIBC — nokasibHas BBIYUCIUTEIBHAS CETh

MDD — MexkCeTeROM 3KpaH

HC/1 — HEeCaHKIMOHUPOBAHHBIN TOCTYI

OC — onepalioHHas cUCTEMa

I1/TH — nepcoHaNBHBIE JaHHBIC

IIMB — nporpaMMHO-MaTeMaTH4eCKOe BO3ACHCTBIE

1O — nporpaMMHOe 00ecneUeHue

[I5MUWH — noGouHbIe 3CKTPOMArHUTHBIC M3TyUCHUS U HABOJKH
CA3 - cuctema aHa/IM3a 3aUIHILEHHOCTH

C3H — cpeacTBa 3aliMTh MHPOPMALIUH

C3IIAH — cucTeMa (MOACHCTEMA) 3aLIUTE NEPCOHAIBHBIX JAHHBIX
COB - cucteMa 00Hapy KeHUs BTOPKEHUIA

TKY Y — TeXHUUECKUE KAHATBI YTEUKU HHPOpMaLIU

YBI/IH — yrpo3bl 0€30MacHOCTH NEPCOHATBHBIX TAHHBIX



BBEJAEHUE

Hacrosawas [Tonutrka nHdopmaunonHoi OezonacHocTu (panee — [lomuTuka)
I'BY3 PBTKB Ne 13 r. Vipa (Jlanee - YupexkneHus), paspadoTaHa B COOTBETCTBUH C
PEKOMEHJAlIMAME MHHUCTEPCTBA 3APABOOXPAHEHUS U COLHUAIBHOrO passutus PO,
yTBEPKACHHBIMA JupekTopoM emapramenta uHpopMmaruzauud MHHUCTEPCTBA
3[paBOOXPaHEHUsT W COLMaibHOrO pa3sutud PO or  23.12.2009 r., TTonutuka
MH()OPMALIMOHHOI 0€30MacHOCTH ABIAETCS O(PUITMATBHBIM AOKYMEHTOM.,

[Tonutrka pazpaboTaHa B COOTBETCTBUHM ¢ LENAMU, 3aJa4aMU ¥ IPUHUUIIAMH
odecneyeHns O€30MaCHOCTH MEPCOHANBHBIX OAHHBIX M3JIOKEHHBIX B KOHUIenUuu
nHpopmaroHHo# Oe3onacHocTH UCTI/IH YupexkneHUs.

ITonmutuka paspaboTaHa B COOTBETCTBUM ¢ TpeOOBaHUAMH DenepabHOTO
3akoHa 0T 27 urosg 2006 r. Ne 152-D3 «O nepcoHaNBHEIX JAHHBIX» HA OCHOBAHUH:

- ITpukaz OenepaibHOM Ci1ykObI MO TEXHUUYECKOMY U 3KCTIOPTHOMY KOHTPOJIO
oT 11 deppans 2013 r. N 17 "O0 yreprkaeHun TpeboBanuii 0 3amuTe HHGOPMALIVH,
HE COCTABIAIOLICH TOCYIApPCTBEHHYIO TaWHy, COACPIKALLECS B TOCYJAPCTBEHHBIX
MH()OPMALIMOHHBIX crcTEMax”.

- Ilpukaz @enepaapHOl CaykObBl MO TEXHUYECKOMY M 3KCMOPTHOMY
KOHTpoJo oT 18 derpans 2013 r. N 21 "OO6 yreeprxaeHun CocTtaBa U COOCP)KAHUA
OPraHU3AlIMOHHBIX W TEXHUYECKHMX Mep MO0 OOECNEYEHUR  Oe30MacHOCTH
TEPCOHANBHBIX JaHHBIX IpH HX 00paboTke B HHQOPMALIMOHHBIX CHUCTEMAX
IIEPCOHANIBHBIX JAHHBIX"

- METOOIUYECKHME PEKOMEHIALIMW 1o pa3paboTke HOPMAaTHBHEIX
IIPABOBLIX AKTOB, OMPEACTSIOIINX Yrpo3bl O€30MacHOCTH MEPCOHAIBHBIX JAHHBIX,
AKTyaIbHBIC NMPH 00paboTKE NMEPCOHANBHBIX JAHHBIX B MH(OPMALIMOHHBIX CHUCTEMax
IIEPCOHANIBHBIX JAHHBIX, JKCIUIYATHPYEMBIX IIPH OCYLLIECTBICHHU COOTBETCTBYHOLLIMX
BUJIOB [JEATEIBHOCTH, YTBEPKIEHHBIX pPYKOBOACTBOM 8 ILlentpa OCH Poccuu
31.03.2015 1. Ne 149/7/2-432.

- IIpuxa3z ©Cb Poccun ot 10 urona 2014 r. N 378 «O0 yrBep:xkaeHud CocraBa
U COACPKAHUA OPraHM3allHOHHBIX M TEXHUYECKUX MEP MO0  OOECIEUEHUR)

0€30IIaCHOCTH MEPCOHANBHBIX JAHHBIX INPU HUX 00paboTke B MHGOPMALMOHHBIX



CHCTEMAX NEPCOHAIBHBIX OAHHBIX ¢ HCMOJB30BAHUEM CPEACTB KPUIITOTpaduiecKOi
3alUTHl  MH(QOPMaUUH, HEOOXOAUMBIX [ BBIMOJHEHUS  YCTAHOBJIEHHBIX
IIpaButenscTBOM Poccuiickoi denepaumu TpeOoBaHUH K 3alIMTe NEPCOHATIBHBIX
OAHHBIX U4 K&SKIOTO U3 YPOBHEH 3ALIMILIEHHOCTH

- [Toctanosnenus Ilpasurenscta Poccuiickoit ®denepanuun ot 21 mMapra 2012
roga Ne 211 «OO0 yTBep)KIOCHMH IIEPEYHSA MEp, HANpaBJICHHBIX Ha 00eCledeHUe
BBIMONHCHUS OOA3aHHOCTEH, INPEOYyCMOTPEHHBIX DeacpalibHbM — 3aKOHOM  «O
IEPCOHANBHBIX JAHHBIX W IIPUHATBEIMH B COOTBETCTBMU ¢ HUM HOPMATUBHBEIMU
IPABOBBIMH  aKTaMH{, OMNEpaTOpaMH, SBISIOIIMMUCA TOCYJAPCTBEHHBIMM WU
MYHULIANAIBHBIMA OPTaHAME.

B Tlonutuke omnpeneneHsl TpedoBaHus Kk nepcoHany WCIITH, creneHb
OTBETCTBCHHOCTH MEPCOHANA, CTPYKTYpa U HEOOXOAUMBIH YPOBEHB 3aIUIIEHHOCTH,
CTaTyC ¥ JO/DKHOCTHEIC O0A3AHHOCTH COTPYIHUKOB, OTBETCTBEHHBIX 34 O0CCIICUCHUE

0€30MacHOCTH NepcOHANBHBIX JaHHbIX B ICII/IH YupexneHus.

1 O01mue moJI0/KeHHSA

Llenwsro HacTosel [ToauTHkH ABIACTCA 00ecneueHUe Oe30MaCHOCTH OOBEKTOR
3ALUUTH YYPEKIEHUS OT BCEX BUOB YIPO3, BHEIIHUX U BHYTPEHHUX, YMBIIUIIEHHBIX
W HENpEeIHAMEPCHHBIX, MUHHMH3aLUg yiiepda OT BO3MOKHON peanu3alHuu yrpo3
oe3onmacHocTH [1JIH (YBI/IH).

be30macHOCTh MEPCOHATBHBIX JAHHBIX JOCTUrAeTCs NYTEM UCKIIQUEHUS
HECAHKLIMOHUPOBAHHOTO, B TOM YHCIIE CIHYYalHOro, AOCTYNa K NEPCOHAIBHBIM
OAHHBIM, PE3YJIBTATOM KOTOPOrO0 MOXET CTark YHUYTOKEHHE, M3MEHEHMHE,
OJIOKMPOBAHKE, KOMUPOBAHUE, PACIPOCTPAHEHUE MEPCOHATBHBIX JAHHBIX, 4 TAKKE
HHBIX HECAHKLIIMOHUPOBAHHEBIX JCHCTBUMN.

Mudopmauus M CBA3AHHBIC ¢ HEH peCypehl OOJKHBI OBITB OOCTYIIHBI IS
ABTOPU30BAHHBIX  MOJIB30BATENICH. JIOJDKHO  OCYIIECTBIIATECS  CBOEBPEMEHHOE
oOHapykeHHE U pearnporanne Ha YBII/IH.

JIOJDKHO  OCYIUECTBISTECA — MPENOTBPAllEHUE  IPESIHAMEPEHHBIX  WIU
CJIy4ailHbIX, YACTHYHBIX WIU IONHBIX HECAHKUMOHUPOBAHHBIX MOIUpPUKAIIMI WU

YHHYTOKCHHA JAHHBIX.



Coctap OOBEKTOB 3alUMTHl  OODKEH OBITH MNPEACTaBIeH B llepeduHe
TIEPCOHATBHBIX AAHHBIX, TTIOAIEKAIIMX 3aIUTE,
Coctar UCIIOH noanexammx 3alyuTe JODKEH ObITh NpeacTarieH B OTUETE O

PE3yABTaTax NPOBEACHUA BHYTPECHHEH IIPOBEPKH.

2 ObacTh aelicTBHSA
Tpebopanus HacTosel [TONUTHKH pacIpPOCTPAHSIIOTCS HA BCEX COTPYIHUKOB
YupeskaeHHus (IUTaTHBIX, BPEMEHHBIX, PAOOTAKOIIMX T10 KOHTPAKTY U T.IL.), a TaKKe

BCEX MPOYUX JHL (TOAPATUHAKH, ay JUTOPHI U T.IL.).

3 CucTeMa 321U THI MEPCOHATBLHBIX JAHHBIX

CucTema 3aMThl epCOHATBHBIX AaHHBIX (C3I1H), CTPOUTCA HA OCHOBAHUU:

- Orueta 0 pesyabTarax IPOBEACHNs BHYTPEHHEH NPOBEPKY,

- [lepeuHs nepCcoOHANBHBIX TAHHBIX, TOAJIEKAIUX 3AIUUTE;

- AkTa onpenencHus yporHd 3ammiueHaocta UCTIH;

- Mozaenu yrpo3 0e30IacHOCTH MEPCOHANBHBIX NAHHBIX,

- [lonoxkeHuss O pasrpaHUYEHUH MpaB  JOCTYIA K  0o0padaThiBAEMBbIM
IIEPCOHAJIBHBIM JAHHBIM,

- PyxoBogsamux gokymeHtoB GCTOK u OCE Poccun.

Ha oOcHOBaHHMM 3TUX OOKYMEHTOB OINPEACHACTCS HEOOXOOMMEIN YpPOBEHD
samuieHHoctd [0 kaxmoit MCIIAH VYupexaoenuda. Ha ocHoBaHMM aHanuza
AKTYAIBHEIX yrpo3 OeszonacHocTH ITJIH omMcanHoro B Mogenu yrpo3 U Otuera o
PE3yNbTATaX IPOBEOCHUA BHYTPECHHEH TIPOBEPKU, OENACTCA 3aKIKOYEHHE O
HEOOXOOMMOCTH HCMOJIB30BAHHSA TEXHHUYECCKMX CPEOCTB M OPraHU3alHOHHBIX
MeponpuATHil s odecrneueHus OeszomacHocTH [I/[H. BhIOpaHHBIE HEOOXOIUMEIS
MEPONPUATHS OTpaxkaroTcs B [nane Meponpuatuii no odecneyeHuro 3amuTsl [1]1H.

Hia kaxood MCIIAH #omkeH OBITB COCTABJICH CIHCOK HCIIONIB3YEMBIX
TEXHUYECKHUX CPENCTB 3alllUThl, A TaK K€ IPOrpaMMHOI0  OOECTICYCHUS
yyacTByowmero B 0dpadotke I1IH, Ha Beex aneMenTax MCITIH:

- APM nonp30BareicH,



- Cepeep NPIWIOXKEHHI,

- CVB];

- I'pannua JIBC,

- Kananel nepegauu B C€TH OOLICTO MOJL30BAHMA U (MJIM) MEKIYHAPOIHOTO
oOMeHa, eci no HuM nepeaarotcs [1/1H.

B 3aBucuMocTd 0T ypoBHA 3awmiueHHOCTH MCTIZAH ¥ axTyalbHBIX YIpo3,
C3I1[JH MOKET BKIKOYATD CJICAYIOUIME TEXHUYECKUE CPEACTBA:

- QHTUBUPYCHBIE CPeACTBa A3 pabounx CTAHLKK MOIB30BATENEH U CEPBEPOB;

- CPEACTBA MEKCETEBOTO JKPAHUPOBAHUS,

- CpeAcTBa Kpunrorpaduyeckod 3ammMTel MHOOPMauWW, MpH Nepenade
3alMIIaeMoit UHQOpMaLMY IO KaHaaM CBSI3HU.

Tax k¢ B COUCOK JOJMKHBI OBITh BKIOUYEHBI (DYHKIHUU  3AUIUTHI,
o0ecrneunBaeMbple INTAaTHBIMU  cpeacTBaMu  oOpadotku [I[H  omepaumOHHBIMU
cuctemamu  (OC), npukiagaeiM [0 M cOEHUMATBHBIMU  KOMIUIEKCAMU,
PEATU3YIOIIMMHU CPEACTBRA 3aLUUTEL. CIIHCOK (PYHKUUH 3aIIUTH MOKET BKITKYATE!

- VIIPABICHUE B PA3rPAaHUUEHHE JOCTYNA MOJIb30BATENICH;

- PErUCTPALIMIO M YUET IEHCTBHUI ¢ HHPOpPMAaLUEii;

- 00ecreunBaTh LIEJIOCTHOCTh JTAHHBIX,

- IIPOM3BOAUTH OOHAPYKEHUE BTOPYKEHUMH.

CnHuCOK HMCMOJNB3YEMBIX TEXHHUECKHX CpEeacTB OTpakaerca B [Liane
MEPONPUATHH TI0 OOCCMEUEHUIO 3alllMTHl  MEPCOHATBHBIX  JaHHBIX. (CHHCOK
UCMOJB3YEMBIX CPEACTB JOKEH MOAAEPKUBATLCA B aKTYAIBHOM COCTOSHUM. [Ipu
M3MCHCHMM COCTaBa TEXHUUYECKHX CPEACTB 3awuThl win anemeHntoB HCIIAH,
COOTBETCTBYIOIINE H3MEHEHUS JOKHBI OBITH BHECEHBI B CIIMCOK U YTBEP:KIECHEI
PYKOBOAUTENEM YUPEHKICHUSA WIH JIULIOM, OTBETCTBEHHEIM 32 00€CMEYEHUE 3alIUThH

I[10H.

4 Tpebosanus k noacucremam C3II1x
C3I1/IH BKITFOYAET B ¢els Caeayolue NOACUCTEMBL
- YTIpaBIEHHSI JOCTYTIOM, PETUCTPalliK U YIETa;

- 00€eCIICUEHHA LIEIOCTHOCTH U AOCTYIMHOCTH,



- AHTUBUPYCHOM 3aLIUTEL,

- MEKCETEBOI0 SKPaHUPOBAHUS
- aHaJIM3a 3alIHIIEHHOCTH,

- 0OHApYKECHUS BTOPYKEHHIA,

- KpUNTOrpapu4eCKOH 3alUTHL.

4.1 IloacucreMbl YNpaB/JAeHHA JOCTYNIOM, PETHCTPALUH H YUHETA

[loncucTeMa ymopaBieHHs NOCTYNOM, PETUCTPAlMM U yueTa IpeHA3HA4YeHa
U1 peaIu3aliuy CIIEQY FOIIUX (PYHKLAMN:

- HACHTU(DUKALKK U IPOBEPKH MOLIMHHOCTU cyOBEKTOB AOCTYIA IIPH BXOJE B
HUCT1IH;

- UICHTU(DUKALMY TEPMUHAIOB, Y3JI0B CE€TH, KAHAJIOB CBA3M, BHELIHUX
YCTPOCTB 110 JIOTHYECKUM UMEHAM,

- HICHTU(HKAUMM MPOrpamM, TOMOB, KaTalloToB, (paiiioB, 3amucei, nonei
3aMMCEH MO UMEHAM,

- perucTpauuu Bxoga (BeIxoga) cyOBEKTOB OOCTYIIA B CUCTEMY (M3 CUCTEMEI),
b0 PETUCTPALMK 3arPY3KM M HHULHMAIM3ALMM ONEPALMOHHONW CHCTEMBl M €€
OCTaHOBA.

- perucTpauy IONBITOK JOCTYIA IPOTPAMMHBIX CPEICTB  (Mporpamu,
IIPOLIECCOB, 3a7a4, 3aJaHHH ) K 3alIMILIaeMbIM daiinam;

- PETHCTpALH MOIBITOK AOCTYNA MPOrpPaMMHBEIX CPEACTB K TEPMHUHAIAM,
KaHaJIaM CBsI3U, MporpaMMamM, ToMaM, Karajoram, Gaiinam, 3anucaM, mojiaM 3anucei.

IloocucTeMa ynpaBieHHA OOCTYNOM MOKET OBITh PEaM30BAHA ¢ MOMOLLIBIO
IITATHBIX CpeacTsB 0OpaboTku [1/IH (OnepaliMOHHBIX cUCTeM, NpunokeHui u CYB/I).
Tax ke MOKeT OBITb BHEIPEHO CIEUHATIBHOE TEXHUYECKOE CPEACTBO WM UX
KOMIUIEKC OCYIUCCTBIAIOIINAE OOIOIHUTENbHEIC MEPbI MO ayTeHTHQHUKAIWH U
KOHTPOIK. Hanpumep, MNpUMEHEHWE €OMHBIX XPAHWIMLI YYETHBIX 3allUCei
TIO/Ib30BATENEH M PErUCTPALIMOHHON HH(pOPMALIUH, UCTONBb30BAHUE OHOMETPUIECKUX
U TEXHUYECKUX (C MOMOILBIO WIEKTPOHHBIX MPOIYCKOB) MEp ayTeHTH(PUKALKUH M

APYTHX.



4.2 IloacucreMa ofecnevyeHHs HeJTOCTHOCTH H A0CTYTHOCTH

[ToncucteMa odecneueHusl LUENOCTHOCTH U JOCTYITHOCTH MpeAHasHauYeHa s
o0ecrneyueHns IENOCTHOCTU U AOCTYINHOCTH [I/IH, MpOorpaMMHBIX U anmapaTHbBIX
cpeacte MICIT[H YupekmeHusa, a TaK K€ CPEOCTB 3alUWThI, MPU CIyYAHHOH WM
HAMEPEHHOH MOAN(PUKALIMH.

IloacucTeMa peasM3yeTcs ¢ IIOMOILBI) OPraHu3alluy Pe3EPBHOIO KOMUPOBAHUS
o0pabaTeiBacMbIX HAHHBIX, 4 TaK K€ DPE3CPBUPOBAHMEM KIIIOUEBBIX DIEMEHTOB
NCTIn.

4.3 IToacucTteMa AaHTUBHPYCHOM 321U THI

IloocucTeMa AaHTHBUPYCHOM 3alUMTBI NpegHA3HAUeHA A4 OOCCIICUCHUA
AQHTHUBHPYCHOMH 3a1iThl cepBepoB U APM none3orareneit UCITH YupexacHus.

CpencTBa AHTHUBUPYCHOIl  3aIllMTBl MPEIHA3HAYEHBl IS peanu3aliu
cIeayromux GyHKLUMIHA:

- PE3UOCHTHBIA aHTUBUPYCHBIA MOHUTOPHHT,

- QHTHBHPYCHOE CKAaHUPOBAHUE,

- CKpUNT-0JIOKHPOBAHME,

- HEHTPAIM30BAHHYIY/ YIAJICHHYKO YCTAHOBKY/ ICHHCTAJUTALMIO AHTUBUPYCHOTO
NPOAYKTa, HACTPOMKY, aIMUHUCTPHPOBAHUE, TPOCMOTP OTUETOB U CTATUCTUUYECKOH
HH(DOPMALIMH 110 padoTe IPOAYKTA,

- ABTOMATH3UPOBAHHOE OOHOBJIICHUE AHTUBUPYCHEIX 0a3;

- OrpaHUYEHHE MpaB IIOJB30BaTe/l HA OCTAHOBKY HCIOIHAEMBIX 3a4a4y U
WU3MEHEHHUS HACTPOEK aHTHBHPYCHOIO MPOTPAMMHOTO 00€CNEUEHMUS,

- ABTOMATUYCCKUI 3aIyCK cpa3y MOCIE 3arpy3Kd ONEPAlMOHHON CUCTEMBIL.

IToacucteMa peanu3yeTcsl MyTeM BHEAPEHUs CIELMATBHOTO aHTUBUPYCHOTO

IIPOrpaMMHOIO odeceueHus Ha Bee dneMeHTel UCTI/IH.

4.4 IloacucTeMa MeXKCEeTEBOI0 SIKPAHHPOBAHUSA

[ToocucTeMa MEXCETEBOTO SKPAaHMPOBAHHUS IPEIHA3HAUCHA A peaU3aldu

CIIEAYIOIIUX (PYHKLMI:



- (hunabTpaUMH OTKPBITOTO M 3awndpoBaHHOrO (3akpeiToro) IP-tpaduka mo
CIICIYIOIIMM MapaMeTpam;

- ukcauM BO BHYTPEHHHX SKypHajlaX HMHQOpPMaUUH O MPOXOIJALIEM
OTKDPBITOM M 3aKpeITOM IP-Tpaduxke;

- UIECHTU(DUKALUH U ayTeHTU(PUKAIIMM aIMUHUCTPATOPA MEXCETEBOTO 3KpaHa
IIPH €r0 JOKAJIBHEBIX 3allpocax Ha JOCTYIL,

- perucTpauii Bxoza (BBIXOZA) AIMUHUCTPATOpPa MEKCETEBOIO JKpaHa B
CUCTEMY (M3 CHCTEMBI) JHOO 3arpyskd U HHUIMAIU3AIMU CUCTEMBl U €€
IIPOTrPAMMHOIO OCTAHOBA,

- KOHTPOJIS LETOCTHOCTH CBOCH NPOrpaMMHOM U UHOOPMALHOHHON YacTH,

- (UABTpaALMY MAKETOB CAYKEOHBIX IPOTOKOIOB, CYKAIIKUX A/ AMATHOCTUKU
U yIIpaB/IcHUs pabOTON CETEBBIX YCTPOICTB;

- (pMJIBTpPALMK C YUYETOM BXOOHOTO U BBIXOZHOTO CETEBOr0 MHTEpdeiica Kak
CPEICTBO IIPOBEPKU MOIMHHOCTH CETEBBIX aJIPECOB,

- PErUCTpaLy U YUYETA 3allpallliBAEMBIX CEPBUCOB MPUKIATHOTO YPOBHSI,

- OIIOKMpPOBAHHUA OOCTYNIAa HEHACHTU(PUUUPOBAHHOTO OOBEKTA MM CyOBEKTAa,
NOIJIMHHOCTE KOTOPOINO MNpPU  ayTeHTU(UKALMK HE TOATBEPAWIACE, METONAMH,
YCTOHUYHBBIMU K MEpexBaTy;

- KOHTPOJIA 3a CETEBOM AKTUBHOCTBIO MPUIOKECHUHM W OOHAPYKEHHUA CETEBBIX
aTak.

[ToacucTeMa peaau3yercs BHEAPEHUEM IPOrPaMMHQ-AMNAPATHLIX KOMIUIEKCOB

MEKCETEBOIO 3KpaHUpoBaHus Ha rpanuLe JICB, knaccoM He HUxke 4.

4.5 TToacucreMa aHAJIH3A 3ALHINEHHOCTH

[loacucTema aHanM3a 3AILMIUCHHOCTH, OOMKHA O0ECNEYMBATH BBISABICHUS
VA3BUMOCTEH, CBA3aHHBIX ¢ omMOkamu B koH(purypauuu 110 UCTIHAH, koTopbIe
MOTYT OBITH HCIIOJIB30BAHEI HAPYIIUTEIEM /I peaIU3allid aTaKy Ha CUCTEMY.

OYHKUHOHAT MOACHCTEMBl MOKET OBITH PpEald30BaH IPOrpPaMMHBIMH 1

IMPpOTPaMMHO-AIIIAPATHBIMU CPEACTBAMU.



4.6 IToacuctema oOHApPYKeHHS] BTOPKeHHId

IToncucteMa OOHAPYKEHUs BTOPKEHUH, NO/DKHA OOECIIEUUBATE BEISBIICHUE
ceTeBbIX aTak Ha 31eMeHThl MCII/IH NOAKMIOUEHHBIE K CETAM OOIIErO MOJB30BAHUS U
(MJIM ) MEXKAYHAPOIHOIO 0OMEHA.

OYHKUHOHAI MOACHUCTEMBI MOKET OBITH pealn30BaH IIPOrpaMMHBIMH U

MMPpOTPaMMHO-AINIIAPATHBIMU CPEACTBAMU.

4.7 lloacucrema KpunTorpapu4ueckoii 3amuThI

[Toacuctema kpunTorpahuueckoil 3alMTH TpEeAHA3HAYECHA AN UCKIKUYEHUS
HCH k 3ammwaemoit uadopmauun B UCIIH YupexnaeHus, npu €e nepenade 1o
KaHaJaM CBS3U CETel OOIIEro MOAb30BaHMS U (WIH) MEXIYHAPOIHOTQ 00OMEHA.,

IloacucTeMa peanu3yeTcss BHEAPEHUEM KPUOTOIPA(PUUECKUX NPOrpaMMHO-

allIIapaTHBIX KOMIIJICKCOB.

S Ioas3oBaTean UCILIn

B Konuenuuv uHPOPMAIHOHHOH O€30MaCHOCTH ONPEACICHBl OCHOBHEBIC
KaTeropuu noje3oBaTeneil. Ha OCHOBaHUM 3TUX Kareropuil JAoakHA OBITH
Npou3BeacHa THITH3auus nons3osatencii UCI1/IH, onpeneneH uxX ypoBeHb TOCTYNA U
BO3MOYKHOCTH.

B HCIIAr VYypekaeHHs MOXKHO  BBIACIMTH  CICAYIOIIHME  TPYIIEL
IIOJIB30BATEJNIEH, YUACTBYIOILIUX B 00paloTke U XpaHeHuu [1/1H:

- Agmunuctparop UCI1dH;

- AnmuHHCTpaTop OE30MacHOCTH,

- Onepatop APM;

- AIMUHHUCTPATOP CETH,

- Texumuecknit  cmemuamueT 10 OOCHY)KHMBAHHUIO  IepudepuiiHOro
000pyIOBAHUS;

- [Iporpammuct-pazpadoruyuk MCI1/IH.

JlaHHBIE O  Tpymmax  IOJB30BATENEd, YpPOBHE  HX  JIOCTYIa U
MH(OPMHPOBAHHOCTH JOTKEH OBITh OTpaXkeH B ITONIOKEHUH O pasrpaHUueHUU IIPaB

AOCTyna K 00pabaTeIBAEMbIM NMEPCOHATBHBIM JAHHBIM.



5.1 Anmunncrparop UCITIIH
Anmunauctpatop HCTIJIH, COTpyAHHK VYUYpeKACHUsS, OTBETCTBEHHBIN 3a

HACTPO#HKY,  BHeapeHue U  conpookacHue — HMCII/H. ObecnieunBaer
(YHKLIHOHMPOBAHKE MOACHCTEMBI ynpaBieHua poctynoM MCIIAH U ynojaHoMoueH
OCYLUECTB/IATE IPEAOCTAB/ICHUE U PA3TPAHHYEHUE AOCTYIIA KOHEYHOTO IOJIB30BATEINS
(Onepatopa APM) k 3neMEHTaM, XpaHALIMM MEPCOHATIBHEIE TAHHEIE,

Aamunuctparop UCIIIH odnagaeT clieayromuM YPOBHEM JOCTYNA H 3HAHMIA:

- obnagaeT nonHoH HHhOPMaUUe 0 CUCTEMHOM U MIPUKIAIHOM MPOTPAMMHOM
obecneueHun UCTI/IH;

- o0nagaeT NoIHOH MHPpOpMAaLIKEHt O TEXHHYESCKUX CPEACTBAX U KOH(MUTYpaluuu
NCT1/H,

- IMEET JOCTYM KO BCEM TEXHUYECKUM CpeACTBaAM 00paloTKH MHPOpPMAUUH U
naHHeIM UCTI/H;

- o0namaeT npaBaMH KOH(MIYPUPOBAHWA ¥ AAMHHHUCTPATUBHON HACTPOHKH

TexHu4eckux cpeacts UCTI/H.

5.2 AaMuHHCTpaTOp 6e30MaCHOCTH

AQMUHUCTPATOP 0€30MacHOCTH, COTPYAHUK YUPEXKIECHUs, OTBETCTBEHHEIHN 3a
¢yukunonuposanne  C3I[I1[JH, BKIovyas  OOCHY)KMBaHHE M HacCTPOHKY
AIMUHUCTPATHBHON, CEPBEPHON U KIHEHTCKON KOMIIOHEHT.

AIMHHHCTpATOP 0€30MacHOCTH 00MafaeT CACAYIOUIMM YPOBHEM A0OCTyNa U
3HaHUH!

- oOnagaet npaBamMu AgMuHucTpatopa UCIIIH;

- obnanaet nosHOH uH(popMmatmeit 06 UCITIH;

- UIMEET AOCTYN K CPEeACTBAM 3AlMTHl UH(POPMALIUU U MPOTOKOJUPOBAHUS U K
YacTH KIoUeBBIX d1eMeHToB MCI/IH;

- HE UMEET IIPaB J0CTyNna K KOHPUIYPUPOBAHUEO TEXHUUYESCKUX CPEICTB CETH 34
UCKJTFOUEHHUEM KOHTPOJIBHBIX (MHCMEKITMOHHBIX ),

AIMHHHUCTPATOP OE30NAaCHOCTH YIIOJHOMOYEH:



- peaii30BBIBATh MOJUTHUKK ©Oe3omacHocTH B yacT Hactpoiiku CK3H,
MEKCETEBBIX SKPAHOB U CUCTEM OOHAPY>KEHUS aTaK, B COOTBETCTBUU ¢ KOTOPBIMU
noJsib3oBaTeNb (Onepatop APM) monydaeT BO3MOMKHOCTH padOTaTh C JIEMEHTAMHM
VCITOH;

- OCYUIECTBJIATH ayIUT CPEACTB 3aAIUUTHI,

- YCTAHABNMBATL JOBECPUTCIBHBIE OTHOLICHHUS CBOCH 3AIUMIICHHOH CETH ¢

CETAMM OPYTHX YUPESKACHUI.

5.3 Onepatop APM

Omnepatop APM, COTpyoHHMK YUpEXKICHU], OCYIICCTBIAIOUMN 00padoTKy
[THH. OOpabotka IT/IH BKIHOUAET: BO3MMKHOCTE npocMoTpa I1/IH, py4HOI BBOX
[T B cuctemy HMCIIOH, ¢dopMHpOBaHHE CIPABOK M OTYETOB 1O HH(POPMALIMH,
nonyueHHo u3 HMCIIHA. Onepatop HE HMEET MOJHOMOUYMI A4 YNPaBICHHUS
noacucteMamu 00padoTku JaHHbIX 1 C3I1H.

Omneparop UCIJH obnamaeT cneayomuM YPOBHEM JOCTYTIA U 3HAHMUIA:

- o0nagaeT BCEMH HEOOXOAMMBIMH aTpuOyTaMH (HAIpUMEp, MAapoJieM),
00eCIeUNBAKOIIMME AOCTY K HEKOTOPOMY ITOAMHOKeCTBY [1]1H;

- pacrojaaracTt KOH(i)I/IHeHI_II/IaJ'lBHBlMI/I JAaHHBIMU, K KOTOPBIM UMECT QOCTVII.

5.4 ATMHHHCTpATOp ceTH

AIMMHUCTPATOP CETH, COTPYOHHK YUPEKICHUsS, OTBETCTBEHHBI 3a
(YHKIHOHMPOBAHHE TEIEKOMMYHHUKALMOHHOM [IOACHCTEMEI HUCTIH.
ANMHHHUCTPATOP CETH HE HMEET IOJHOMOUYMM 1J1d YOpaBiCHUS MNOACUCTEMAaMHU
00pabOTKH JAHHBIX U OE30MAaCHOCTH.

AIMHMHHUCTPATOP CETH 00NANacT CACAYIOLIUM YPOBHEM JOCTYNA U 3HAHMUIA:

- 00na1aeT 4acTeo MHGPOPMALIMH O CUCTEMHOM M MPUKIATHOM MPOrpaMMHOM
obecneueHun UCTI/IH;

- o0nagaeT yacTblo MH(POPMALIHK O TEXHUYESCKUX CPEACTBAX U KOH(PUrypauuu

HUCTI/IH;



- UMEeeT (PU3MUYESCKHH JOCTYN K TEXHMYECKHUM cpeiacTBaM  o0padoTKu
MH(OPMALHK 1 CPEACTBAM 3ALUUTEL,

- 3HAET, MO MEHBILEH MEPE, OOHO JICTAJIBHOC HMA JOCTYIIA.

5.5 TexHH4YecKHi CIeHATHCT N0 00CAYKHBAHUIO NepUpepHITHOTO
000pyA0BAHUSA

TeXHUUeCKH CreuraucT Mo OOCIY)KUBAHUK), COTPYIHUK YUpPEKICHUS,
OCYLIECTBIACT OOCIY)KMBAHHE M HACTpOiKy nepudepuitnoro o00pyIoBaHHUS
WCTIAH. TexHuyecKui cnenuanucT o OOCIyKUBAHUIO He uMeeT goctyna K [1/H,
HE WMEET MONHOMOUMH A1 YNpaBfCHUs MOACUCTEMaMHM OOpadOTKU AAHHBIX U
OE30IIaCHOCTH.

TexHnuYecKuii CneunanueT no o0CIyKMBAaHUEO 00IAJaeT CIECOYIOLUM YPOBHEM
JOCTYMAa U 3HAHUH:

- 00N1a1a€T YacThiO MHGPOPMALIMH O CUCTEMHOM U MPUKIATHOM MPOrpaMMHOM
obecneuennu YUCITAH;

- 00naaeT vyacThi0 HHQOPMALMH O TEXHHYECKUX CPEICTBAX U KOH(PUTYpalvu
UCTI/In.

3.6 IIporpammucr-paspadoryux HCIITx

I IporpaMMHCTBI-pa3paboTUMKK (ITOCTABLUMKK) MPHKIAIHOTO IPOTPAMMHOI0O
obecneueHns, 00ecneunBarOIINe €ro COMPOBOKACHHE HA 3alMIIaeMoM 00bekTe. K
JAQHHOWH TPYNIE MOTYT OTHOCUTECS KaK COTPYIHUKM YUPEKICHUS, TaK H
COTPYAHUKH CTOPOHHUX OpraHu3alivi.

JIALO 3TOH KATETOpUH:

- oOnamaet uHGpopMauueid 00 anmroputMaXx W IporpamMmax oOpaboTKM
nHpopmanuu Ha UCTI/H,

- o0NamaeT BO3MOKHOCTAMHM  BHECEHHMA OWMOOK, HEICKIApPUPOBAHHBIX
BO3MOKHOCTEH, MPOrpaMMHBIX 3aK/Ia0K, BPEAOHOCHBIX MPOrpaMM B MPOrPaMMHOE

obecneuenne MCITIH Ha cTaguu e pa3pabOTKH, BHEAPEHUA 1 CONMPOBOKACHUS,



- MOJKET pacnoJiaratb JrOObIMH (hparMeHTaMH HHGOpPMAUH O TOIOJIOTHH
WCTI/IH 1 TexHHYeCKuX cpeacTsax o0paloTku U 3aumthl [1/TH, o0padaTbiBaeMBIX B

VICTI/In.

6 TpeGoBaHus K mepcoHany no odecnedenuro 3auThl I/1H

Bee coTpymHHKM YupeKOcHHMs, sBasOWMeca nonp3oarenamu  MCI1/H,
JOJIKHBI YETKO 3HATh M CTPOTO BBIMOJIHATH YCTAHOBICHHBIE MPAaBUIA U 00A3aHHOCTH
IO JOCTYNy K 3allUllacMbiM OOBEKTAM U COOMIOACHUK) IPUHATOrO pPEeXUMA
oe3onacHocTH T1/1H.

Ilpy BCTYIUIEHHM B IOOJDKHOCTH HOBOrO COTPYIHMKA HEIOCPEICTBEHHBIM
HAUaIbHUK MOAPA3AENCHUsA, B KOTOPOE OH IOCTYMaeT, 00s43aH OpPraHU30BaTh €ro
O3HAKOMJICHHE C IOO/DKHOCTHOM HHCTPYKUMEH W HEOOXOOUMBIMH JOKYMCHTAMH,
PErJIAaMEHTUPYIOLIMMU TpeOoBanus o 3awmwute [[[H, a Tarke 00y4eHHE HABBIKAM
BBIMOJIHEHHST MPOLEAYP, HEOOXOMUMBIX 7S CAHKIMOHUPOBAHHOTO HCIOIB30BAHUS
NCIIn.

COTpyIHUK AOJDKEH OBITH O3HAKOMIICH €O CBEOCHUAMH HAcTOAWEH [IoauTHKY,
IPUHATEIX ITpoleayp padotsl ¢ anemeHTamu MCIT/TH v C3I11H.

COTpyIHMKH  YYpeKICHHS,  HCIONB3YIOIME  TEXHUYECKUE  CPEACTBA
AyTEHTU(DUKALMK, JOJDKHBI ODECIECYMBATBL  COXPAHHOCTH  MACHTH(PMKATOPOB
(3neKTpOHHBIX KIHOUEi) U He aonyckate HCJ k HUM, a Tak € BO3MOXKHOCTB HX
YyTePH WM HCIIONB30BAHUS TPETHUMH JIMIAMHU. [10Ip30BaTENH HECYT MEPCOHANBHYIO
OTBETCTBEHHOCTD 34 COXPAHHOCTh HACHTHU(PUKATOPOB.

COTpYyIHUKH YUpPESKICHUSA OOJDKHBI CIEAOBATh YCTAHOBIICHHBIM IIPOLEAYpPaM
noaAepskaHus pekumMa Oe3omacHOCTH [1/IH npu BEIOOpE W UCMONB30BAHUM MTAPOJICH
(€CJIM HE HCMONIB3YIOTCA TEXHHYECCKHE CPEACTBA ayTeHTH(OUKALN ).

COTpyZHUKM YUPEKICHUA OOJDKHBL 00eCNEUMBaTh HAMICIKALIYIO 3aLIUTY
00OpYA0OBaHNsA, OCTAaBAAEMOro 0e3 MPUCMOTpa, OCOOCHHO B TEX CHy4asx, KOrjaa B
IIOMEIICHUE UMEIOT JOCTYN IOCTOPOHHHME JMLIA. Bee monp3oBatend OOJKHEI 3HATH
TpeOoBaHus 1o ©OezonmacHocTH [IJ[H M mpoueaypsl 3aumThl  O00OPYAOBAHMUA,
OCTABJIEHHOIO 0€3 MPUCMOTpPA, A TakKe CBOH O0S3aHHOCTH MO OOECMEUEHUIO TaKOH

3QIUTHIL



CoTpyZHMKAM 3ampelliacTcsi YCTAHABIMBATE MMOCTOPOHHEE MPOrpPaMMHOE
ofecrneUucHre, NOAKIKUYATh JIMYHBbIE MOOMUNBHBIE VYCTPOHCTBA M HOCHUTENH
HHPOPMALIMH, a TaK K€ 3aMHCHIBATh HAa HUX 3alUULIAeMYyI0 UH(POpMaLHIo.

CoTpyOHHMKAM 3ampelliacTed pasrialarh  3alyiaeMylo  HHGOPMaUUIo,
KOTOpast CTajla WM W3BECTHA npu padoTe ¢ UHPOPMALMOHHBIMU CHCTEMAMHU
YUpeKACHUA, TPETHUM JIHLIAM.

IIpu padote ¢ I14n B UCIIH cOTpYAHUKN YUPEKICHUA 00A3aHBI 00CINEUUTh
OTCYTCTBHE BO3MOKHOCTH mpocMoTpa [1/[H TpeThbUMH NUIAMU ¢ MOHUTOPOR APM
WY TEPMUHAJIOB.

IIpu 3aBepuwieHun padotel ¢ UCIIAH coTpyaHUKH 00s3aHBl 3alIUTHTE APM
WU TEPMUHAIBI ¢ MOMOIIBKY OJOKHUPOBKU KITKOUOM MM 3KBUBAJIEHTHOTO CPEACTBA
KOHTPOJISL, HAIPUMEP, AOCTYIOM M0 NapoJIK, €CIIU HE UCIIOIB3YIOTCS O0JIee CUIbHBIE
CPEOCTRA 3ALIUTHL

COTpYIHHUKH YUpPEKIEHHUs IOLKHBI OBITE MPOUMH(pOPMUPOBAHBI 00 yrposax
HapyLIeHHs pexkuma 0e30macHOCTH [1/[H M OTBETCTBEHHOCTH 34 €r0 HapylIeHHE.
OHU OO/DKHBI OBITH O3HAKOMIIEHBI ¢ VTBEPKICHHOH (OPMaIBHOHR Ipouedypoi
HUIOKCHUA AUCUMIUIHHAPHBIX B3BICKAHMH HA COTPYOHHUKOB, KOTOPbIE HAPYLIMJIH
IIPUHATHIE MOJIUTHKY U IpoLeaypsl OesonmacHocTH IT/1H.

CoTpyZHUKH 00s3aHBl 0€3 NPOMEICHUs COO0WAaTE 000 BCeX HAOMIOTACMBIX
WIH TIOOO3PUTENBHBIX ciydasX padotel MCIIJH, KOTOpEIE MOTYT MOBJICUD 3a COOO
yrpo3el  OeszomacHocTv  IIJIH, a Takke O BBISBJCHHBIX UMH  COOBITHSX,
3aTparuBarOIuX Oes3onacHOCTh [IJ[H, pPYKOBOACTBY MOApa3sfe/ieHUs U JIUIY,

OTBEUAOLIEMY 3a HEMEIJICHHOE pearMpoBaHue Ha yrpo3el 6ezonacHocTu T1IH.

7 JO/KHOCTHDBIE 00s13aHHOCTH noJb3oaTtesieii HCIIAn

HomxHoCcTHEIE 00s3aHHOCTH noas3oBarencii UCITAH onucaHsl B CleayHOLINX
NOKYMEHTax:

- Uuctpykuus agpMuancTparopa UCIIH;

- Uuctpykuus anmuuuctparopa oezonacHoct MUCTI/IH,

- Uuctpykuus nonssosarens UCTL/IH;

- MHCTpYKUMA NONb30BATEIA IPH BOSHUKHOBEHUH BHELITATHBIX CUTYALIUH.



8 Opranu3zanusi napoabHOI 3aIIHUTHI

8.1 JInuneie maponu goctyna K sneMentaM MCIIH BEIDAIOTCS NOJB30BATEISAM
AIMHHHCTPATOPOM HH(OPMALIMOHHON Oe3omacHOCTH, AamuHHUCcTpaTtopoM MCIITIH
WIH CO3JIAK0TCS CAMOCTOATENBHO.

8.2. Ilonnas maHoBas cmeHa naponeit 8 UCIIAH npoBOOUTCA HE PeKe OOHOrO
pasza B 3 Mecsaua.

8.3. TTpaBuna hopMHPOBAHHS TAPOIS:

- Ilaponne HE MOXKET COAEPKATH MMA YUETHOH 3amuCH MOIB30BATENA WIH
KaKyH-JILOO €ro 4acThb.

- [Taponk TOMKEH COCTOATh HE MEHEE UEM U3 § CUMBOJIOB,

- B mapose OOJKHBI NPUCYTCTBOBATH CHUMBOJIBI TPEX KATEropuil M3 4ucia
CIIEIYIOLLMX YETBIPEX:

a) IPONUCHBIE OYKBBI aHIVIMICKOro andasuta oT A 10 Z,

0) cTpouHble OYKBBI aHIVIMHCKOTO andaBuTa OT a 10 z,

B) Accatnunbie mudps (0T 0 10 9);

r) CUMBOJBI, HE TpUHAAISKAIME aT(PaBUTHO-LMPpoBOMY HalOpy

(Hampumep, !, $, #, %).

- 3anpelacTcs MCIoib30BaTh B KAUECTBE IAPOJIA MMA BXOJAa B CHCTEMY,
IpOCTHIe Maposy TUna «123», «111», «qwerty» 1 UM NMOAOOHEIE, a TaK Ke UMEHA U
AaTel POKICHUS CBOSH JHMYHOCTA M CBOUX POACTBEHHUKOB, KIMYKU AOMAIIHUX
JKHBOTHBIX, HOMEpAa aBTOMOOMWICH, TENePOHOB U APYrHe MApONH, KOTOPBIE MOXKHO
yrajgarhb, OCHOBBIBAACH HA HHPOPMALIMH O IIOJIB30BATENCE.

- 3anmpellaeTcss UCMOAB30BAThH B KAUECTBE HApo/is OAMH U TOT OKe
IOBTOPAIOIIMACS CHMBOJ JIHOO MNOBTOPAOLIYIOCS KOMOMHALMIO W3 HECKOJBKHX
CHMBOJIOB,

- 3anpelaeTcsl UCNOIb30BaTh B KAYECTBE MAPOJs KOMOMHALMKY CHMBOJIOB,
HaOMPAaeMbIX B 3aKOHOMEPHOM MOPAIKE Ha KiIaBuarype (Hanpumep, 1234567 u 1.11.);

- 3anpelaeTcs BEIOHPATh MAPOIH, KOTOPBIE YKE UCIIONB30BATUCH paHee.



8.4. Tlparuna BBOJA IIAPOJIA:

- BBOa mapons AOMKEH OCYIIECTBIATHCS C YUETOM PETUCTPA, B KOTOPOM
IapoJIb OBLT 3a0aH.

- Bo Bpemsa BBoja maposnel HEOOXOAMMO HCKIIOUYHTH BO3MOXKHOCTBH €TI0
MOACMATPHBAHHSA MOCTOPOHHAMH JIMIAMH WIH TEXHUYECKMMH  CPEACTBAMHU
(BUOCOKAMEPHI U OP.).

8.5. IlpaBuia xpaHeHus MapoIs:

- 3anpeliaercs 3amuchiBaTh Mapoid Ha Oymare, B (pailne, 3NMEKTPOHHOMN
3aMUCHOU KHIDKKE M JPYTUX HOCUTENSIX HHPOPMALMU, B TOM YUCTE HAa MPEIMETAX.

- 3anpewaerca cooOIiaTh APYTHM  MOJIB30BATENSAM JIMYHBIA [Apoiie |
PETUCTPUPOBATD UX B CUCTEME MO/ CBOMM MAPOJIEM.

8.6. JIula, HCMONB3YIOILKUE NAPOIUPOBAHUE, 00A3aHbL.

- YETKO 3HATh W CTPOTO BBIMOIHATH TPeOOBAHUA HACTOSILUEH MHCTPYKUUH H
APYTUX PYKOBOIAIIMX AOKYMEHTOB IO NapOIMPOBAHUIO,

- CBOEBPEMEHHO coo0IIaTh AJIMUHUCTPATOPY HUH()OPMAIIOHHOM
6e30macHOCTH 00 yTepe, KOMIIPOMETAUWH, HECAHKUMOHUPOBAHHOM HW3MECHCHUH

[IapoJiel U HECAHKLIHOHUPOBAHHOM U3MEHEHHH CPOKOB ACHCTBHUS ITAPOJICH.



9 IIpaBuja padoThl B ceTAX 001LEro A0CTyNAa U (HJIH)
MEKAYHAPOAHOTO O0OMEHA

9.1. PaboTta B ceTax 00LIEro A0CTyna U (M) MEKAYHAPOIHOIO 0OOMEHa (CeTu
Hurtepret u apyrux) (nanee — Cets) Ha sneMmeHTax MCIIH, O0MKHA MPOBOIUTHCA
IIpH cIyKeOHOH HEOOXOOUMOCTH.

9.2. Tlpu pabote B Cetu 3ampeiuacTces:

- OcyleCTBIATE padoTy IIPH OTKIIOYEHHBIX CPEACTBAX 3ALUMUTHI (AHTUBUPYC U
OPYTHX ).

- ITepenasats o CeTH 3alIMIIAEMYK) HHPOPMaUUIO (MEPCOHANBHBIE NAHHEIE,
IpeacTaBieHHble B [lepeuHe MEepCOHANBHBIX AAHHBIX, MOUICKALIMX 3alIUTE), O3
HCMOJIB30BAHUA CPEACTB WH(PPOBAHHS.

- 3anpewaeTca ckauuBath M3 CETH MPOrpaMMHOE OOCCMEUEHUE W APYTue
paiinsl.

- 3anpelaeTcs NoceeHUE CAMTOB COMHUTENBHON penyTauuu (OPHO-CalTEhI,
CaliThl, coAeprKalpe HeNeTanbHO pacnpocTpansemoe [10 u gpyrue).

- 3anpemae'rcsl HELIENIEBOE UCIIONIB30BAHUE MOAKTIOUEHUS K CETH.

10 OtBeTcTBeHHOCTh cOTPYAHMKOB UCIL/IH Yupexaenus
B cootBeTcTBHM O ¢T. 24 DenepanbHOro 3akoHa Poceuiickoit ®denepauunu ot

27 wwna 2006 1. Ne 152-O3 «O nepcoHanbHBIX AAHHBIXY» JIMUA, BHHOBHBEIC B
HApyIIEHUH TpeOoBaHUN NaHHOro @eepalbHOrO 3aKOHA, HECYT TIPaKIaHCKYIO,
VTOJIOBHYIO, AIMHUHUCTPATUBHYIO, JUCUUIUIMHAPHYK W HMHYK IPEIyCMOTPEHHYIO
3aKoHOZATeNbCTBOM Poccuiickoii deaepaun OTBETCTBEHHOCTE.

JlelicTByIOIIEE 3aKOHOATENBCTBO PO MO3BONSIET IpeabABIATh TPeOOBAHUS MO
obecneueHuro  OesomacHOl  pa0oThl ¢ 3amMInaeModl  HHQopMauuedn M
IPEeOyCMAaTPHBAET OTBETCTBEHHOCTh 33 HAPYLICHHWE YCTAHOBICHHBIX —MPABUII
3kcIUyataiu OBM M CHUCTEM, HETTPABOMEPHBIM AOCTYN K MH(OPMAIIUY, €CTH 3TH
OCHCTBHA NMPHUBEIM K VHHUTOXKCHHMIO, OJIOKHUPOBAHHIO, MOAMGPUKAUMY HHGOPMAUUH

WK HapyLWeHno padoTel DBM mnu ceteit (ctateu 272,273 u 274 YK P®).



Agmuauctpatop MCIIAH #®W  agMUHHUCTpaTop  O€30MACHOCTH  HECYT
OTBETCTBEHHOCTH 3a BCE NCUCTBUA, COBEPILEHHBIE OT UMEHU WX YYETHBIX 3aMUCeid
WIA CHCTEMHBIX YUYETHBIX 3alIMCEH, €cM HE OOKa3aH (PakT HECAaHKUHOHMPOBAHHOIO
HCIOIB30BAHNA YUETHBIX 3AIIUCEH.

IIpy HapylIeHUAX COTPYIHUKAMH YupexiaeHus — noaeszoBarensMu UCIIIH
IpaBWwi, CBA3AHHBIX ¢ Oe3zonmacHocThio [IJIH, OHM HECYT OTBETCTBEHHOCTD,
YCTAHOBJIEHHYIO JEHCTBYIOINM 3aKOHOAATENBCTBOM Poccuiickoi denepanuu.

IIpuBeneHHBIE BBHINE TpeOOBaHHS HOPMATUBHBIX JOKYMEHTOB II0 3alUMTE
UH(pOpPMALMU JOKHBL OBITH OTpaskeHbl B [IOJOKEHME O 3alIUTE TMEPCOHANBHBIX
OAHHBIX MALMEHTOB M PAOOTHHKOB YUPEKACHUA U JOJHKHOCTHBIX MHCTPYKLIMSX
COTPYAHUKOB YUPEKACHUS.

HeoOxonumo BHecTU B [loNokeHHE O 3allUTe MEPCOHATBHBIX JTAHHBIX
NAUMCHTOR M pabOTHUKOB  YUPEKACHHUA CBEACHUA OO0 OTBETCTBEHHOCTH HX
pPyKOBOOAUTENEH M COTPYAHUKOB 3a pas[yIallleHHe W HECAHKIIHOHHPOBAHHYIO
MoauguKkatuK (ruckaxkeHue, (anvcuduxanuro) I1/1H, a Tarke 3a HEIPABOMEPHOE

BMELIATENLCTBO B IIPOLECCHI UX ABTOMATU3UPOBAHHOH 00pabOTKH.

11 CnHcoOK HCNOJIb30BAHHBIX HCTOYHHKOB

(OCHOBHBIMH HOPMATHBHO-MPABOBBIMU M METOAUUYECKUMH JOKYMEHTAMH, Ha
KOTOPBIX Dasupyercs HacTodLee [1onokeHUE ABIAOTCS:

1 @epepanpubiii 3akon ot 27.07.2006 r. Ne 152-®3 «O nepcoHANbHBIX
JaHHBIX» (manee — @3 «O nepcoOHANBHBIX JAHHBIX» ), YCTAHABIMBAIOLWINN OCHOBHEIE
IpAHLMNGEL U yenoBus oOpadotku I1/IH, mpasa, O0SM3aHHOCTH U OTBETCTBEHHOCTH
VYaCTHUKOB OTHOLLUCHHH, CBA3AHHBIX ¢ 0OpadoTkoii T11H.

2 Iloctanoenenue IlpaButensetea P® or 1.102012 r. Ne 1119 «O6
YTIBEPKICHUN TpeDOBaHMI K 3allUTE INEPCOHANBHBIX AAHHBIX MPH UX 00pabOTKE B
HH(POPMALIMOHHBIX CHCTEMAX EPCOHAIBHBIX JAHHBIX.

3 Ipuxaz ®CH Poccuu ot 10 utos 2014 r. N 378 “"O0 yreepxneHun Cocrapa
U COACPKAHUA OPraHU3allMOHHBIX M TEXHUYECKUX Mep 10 O0ECNeUYCHUI)

0€30IIaCHOCTH MEPCOHANBHBIX JAHHBIX TIpU HUX 00paboTke B MHGOPMALMOHHBIX



CHCTEMAX NMEPCOHAIBHBIX JAHHBIX ¢ HCMOJb30BAHUEM CPEACTB KPUNTOrpaduuecKoi
3alUTHl  MH(QOPMaUUH, HEOOXOAUMBIX [ BBIMOJHEHUS  YCTAHOBJIEHHBIX
IIpaButenscTBOM Poccuiickoit denepauuu TpeOoBaHUN K 3alIMTE NEPCOHATBHBIX
OAHHBIX 1A KOKIOTO U3 YPOBHEH 3aILMALIEHHOCTH "

4 «ITonoxkerne 00 O0OCOOEHHOCTAX 00padOTKM MEPCOHANBHBIX  JAHHBIX,
OCYLIECTBIACMON ©€3 HCIIONIb30BAHUA CPEACTB ABTOMATU3ALMHY», YTBEP)KICHHOC
IToctanosnenueM Ilpapurenscta PO ot 15.09.2008 r. Ne 687.

5 Ioctanosnenue IlpasutenscTBa Poccuiickoit denepammu ot 21 mapta 2012
roga Ne 211 «OO0 yTBEpKACHHHM NEPEYHS MEP, HANPABICHHBIX HAa OOECHEYEHUE
BBIMONHCHUA O0A3aHHOCTEH, NPEIYCMOTPEHHBIX DeaepalbHBIM 3aKOHOM  «O
IEPCOHANBHBIX JAHHBIX W TPUHATHIMH B COOTBETCTBUM ¢ HUM HOPMATUBHBEIMU
IPABOBBIMH  aKTaMH{, OMNEpaTOpaMH, SBIAKIUUMUCA TOCYJAPCTBEHHBIMU WM
MYHULHANATBHEIMUA OPTaHAMKY.

6 «TpebGoBaHus K MaTepUATIBHBIM HOCUTENAM OUOMETPHUYECKIX IEPCOHATBHBIX
JAAHHBIX M TEXHOJOTHAM XPaHEHUS TAaKUX AAHHBIX BHE WH(POPMAIMOHHBIX CHUCTEM
[IEPCOHAILHBIX JAaHHBIX», YTBePKACHHBIE [locTtaHoBneHueM [IpaBurenscrtea PO ot
06.07.2008 r. Ne 512.

7 HOpMATUBHO-METOIUYECKHE  AOKYMEHTHL  DenepaipHOM  CIyk0Bl MO
TEXHHYCCKOMY M SKCIIEPTHOMY KOHTpOMI0 Poccuiickoit @eaepauun (ganee - @CTOK
Poccun) o odecneuenuio dezonacHoctu 11 npu ux o6padotke B UCTIH.

8 [lonoskeHre O MeTOAaX MW cmocodax  3alMThl  MHQOpMalMu B
MH()OPMALIMOHHBIX CHCTEMAX MEPCOHANBHBIX NAHHBIX, YTB. MPpUKa3oM Jlupektopa
OCTIK Pocecun 05.02.2010 r. Ne 58,

9 BazoBas Monenb yrpo3 O€30IacHOCTH IMEPCOHANBHEIX JAHHBIX TIPU HUX
o0paboTke B MH(OPMALMOHHBIX CHUCTEMAX MEPCOHANBHBIX MaHHBIX, YTB. 3aM.
aupexkTopa ®CTIK Poceun 15.02.08 . (ACII).

10 Metoaunka OnpeaeseHus akTyaIbHBIX YIPO3 0€30MaCHOCTU MEPCOHATIBHBIX
JAaHHBIX MpH UX 00padoTKe B MH(POPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX,

y1B. 3aM. gupektopa ®CTOK Poceun 15.02.08 r. (JICII).



